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Executive Summary

This project delivers an end-to-end AWS cost monitoring and reporting solution that
translates complex billing data into clear, actionable insights. It combines real-time alerts,
automated weekly and monthly reports, and an S3-hosted visual dashboard to provide
continuous cost visibility. The system is designed to be low-cost, secure, and easily
extensible across teams and accounts.

Key outcomes:

Real-time CloudWatch billing alarms when costs exceed configured thresholds.

Automated weekly and monthly reports generated via Lambda and scheduled with
EventBridge.

e A user-friendly dashboard hosted on S3 that visualizes costs and top spending
services.

e Historical cost data stored in S3 for trend analysis.



Architecture Overview

The solution is composed of the following AWS services:

CloudWatch Billing Alarms: Real-time threshold alerts based on EstimatedCharges.
AWS Lambda:
o Cost Naotification Function: Pulls cost data, publishes SNS alerts, and stores
JSON data to S3.
o Report Generator Function: Produces weekly/monthly CSV reports and sends
notifications.
Amazon SNS: Delivers email notifications for cost alerts and report availability.
Amazon S3:
o Static website hosting for the cost dashboard.
o Storage for cost JSON snapshots and CSV reports.
Amazon EventBridge: Triggers scheduled report generation (weekly and monthly).
AWS IAM: Granular policies to secure access for Lambda and supporting services.

High-level data flow:

1.

2.

CloudWatch monitors billing metrics and triggers SNS alerts when thresholds are
breached.

Lambda pulls Cost Explorer data, publishes summary alerts, and writes daily JSON
to S3.

S3 hosts a static dashboard that reads JSON cost data and renders charts with
Chart.js.

EventBridge triggers the report Lambda on a schedule to build and upload CSV
reports.

SNS (and optionally SES) notifies stakeholders of new reports.

Security and Operational Considerations

Least privilege: Scope IAM policies to specific ARNs (S3 bucket and SNS topic).
Regions: Billing metrics are global; alarms are configured in us-east-1 via the
console. Align SNS and Lambda regions for simplicity.

Public dashboard: For production, prefer CloudFront + OAC or Cognito/auth proxy.
For a portfolio demo, S3 static website public read is acceptable.

Data retention: Consider S3 lifecycle rules to transition old JSON/CSV to infrequent
access or Glacier for cost efficiency.

Cost Explorer API limits: The Lambda runs on demand and via schedule; ensure
backoffs if extending.

Error handling: Functions log to CloudWatch Logs. Set CloudWatch Alarms on
Lambda errors/timeouts for operational resiliency.




Cost Estimate

CloudWatch Alarms: ~$0.10 per alarm per month.

Lambda: Minimal, pay-per-use; short invocations only a few times per day/week.
S3: Pennies per GB-month for JSON/CSV and HTML hosting.

SNS: ~$0.50 per million notifications.

SES (optional): ~$0.10 per 1,000 emails.

Overall: Very low monthly operational cost for substantial visibility.

Results and Benefits

Real-time monitoring with proactive alerts when spend exceeds thresholds.
Automated weekly and monthly CSV reporting for stakeholders.

Visual, self-service dashboard with top services breakdown.

Historical data retained for trend and anomaly analysis.

Extensible foundation: multi-account support via AWS Organizations and
cross-account roles; additional metrics (e.g., UnblendedCost, AmortizedCost); tag- or
account-based groupings.

Future Enhancements

Multi-account aggregation via AWS Organizations and Cost Categories.

Add AmortizedCost and SavingsPlans/RIs utilization views.

Anomaly detection integration (Cost Anomaly Detection).

CloudFront distribution with SSL and custom domain for the dashboard.
Role-based dashboard access using Amazon Cognito or IAM Identity Center.
Store daily snapshots (not just the latest) to build trends on the dashboard.




Appendix: Alternative Console-First Setup
Implementation Guide

e SNS Topic and Subscription:

o SNS — Topics — Create topic (Standard) — Name: cost-alerts — Create
subscription (Email) — Confirm via email.

= AmazonSNS » Topies O B &£ @
TUPiCS {'I:] Edit Delete Publish message Create topic
| Q Search 1 &=
Name & Type v ARN v |
cost-alerts Standard arn:aws:sns:*nst—alnrts
= Amazon SNS > Subscriptions O B #f @
Subscriptions (2)
Edit Delate Reguest confirmation Confirm subser ption Create subseription
| Q. Search | 1 @
D 4 | Endpoint v | Status ¥ | Prot.. ¥ | Topic v |
Z8dbalde-bol. .. lugmanmuria. .. Confirme  EMAIL cost-alerts
« B O m B m i 3of 460 ¢ y gm -
AWS Notification - Subscription 8 @

Confirmation Inbex x
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® AWS Cost Alerts hoursago) $f & &

. o me -

Y¥ou have chosen to subscribe to the topic:
arn:aws: sns:_co st-alerts

To confirm this subscription, click or visit the link below (I this was in error no action is
necaessary).
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SMS subscription

confimnation requests please send an email to sns-opt-out



e CloudWatch Billing Alarm:

CloudWatch — Alarms — Billing — Create alarm.

Metric: Billing — Total Estimated Charge; Currency: USD; Statistic: Maximum;
Period: 6 hours.

Threshold: Static, Greater than, e.g., 100.

Action: In-alarm — SNS topic: cost-alerts.

Name: Monthly-Cost-Alert.

= CloudWatch > Alarms B @
Alarms (1)
Hide Auta Scaling alarms Clear selection @ Create composite alarm Actions w
| Q, Search | | Alarm state: Any v | | Alarm type: Ay v |
| Actions status: Any v |
1 L

Mame v | State ¥ | Actions ¥ | Last state update (Local)
Monthly-Cost-Alert (=) Insufficient data (&) Actions enabled Warning 2026-02-16 15:06:29

e S3 Dashboard:

o S3 — Create bucket — Enable static hosting — Upload index.html — Add
bucket policy for public read.

= AmazonS3 » Buckets » your-cost-dashboard-bucket D &£ @

your-cost-dashboard-bucket .

< Objects Metadata Properties Permissions Metrics Management Acc >

Objects (2)

@ IO Copy 53 URI IO Copy URL 4+ Download Open ? Delete

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory 1P to get a list of all objects in
your bucket. For others to access vour objects, vou'll need to explicitly grant them permissions. Learn more 12

| @ Find objects by prefix | 1 &
Name a | Type % | Last modified ¥ | Size v | Storageclass ¥ |
O cost-datay Folder - - -
February 16,
[ indexhiml it 2026, 16:33:52 48 KB Standard

(UTC+08:00)




e |AM Role:

o |AM — Roles — Create role for Lambda — Attach
AWSLambdaBasicExecutionRole + custom CostMonitoringPolicy.

= IAM > Reles » CostMonitoringRole @ =

Permissions Trust relationships Tags Last Accessed Revoke sessions

Permissions policies (2) info @ Remove ( Add permissions ¥ :)

¥ou can attach up to 10 managed policies.

Filter by Type
| Q, Search | | All types v | 1 ]
Policy name A FY | Type v | Attached entities v |
[ & AwSLambdaBasic... AWS managed 1
[E  CostMonitoringPolicy Customer man... 1

e Lambda Functions:
Create cost-notification-handler and cost-report-generator.

Add environment variables and increase timeout to 1 minute for the
notification function.

= Lambda » Functions ® Q

{i) Build Your First Serverless App-Beginner Workshop
Learn how serverless eliminates infrastructune management while enabling automatic scaling

and cost efficiency. Hands-on labs included.

Functions (2) Last fetched 2/16/2026, 8:43:00 PM @ Actions ¥ —

| Q. Search by attributes or search by keyword | 1 £
. Package . Last
v v v v v

Function name Description type Rumntime Type fified
cost-notification- Python

TR . i 22h
handles Zip 210 Standard 22 hours ago
w — Zip P‘!,ITJ'I'DII Standard ﬂ_b_n_q[slﬂn_

generator 210



EventBridge:

o

Create rules for weekly and monthly schedules with constant JSON inputs to

trigger cost-report-generator.

= Amazon EventBridge » Scheduled rules B @
Scheduled rules (2]
@ Delete Enable Edit CloudFormation Template w _
| @ Find scheduled rules | | Anystatus v | 1 )
Mame ™ Status - Type v ‘ Event bus v ‘ A
]
manthly-cost-report Enabled Scheduled Standard default 7.
f
weekly-cost-report Enabled Scheduled Standard default 5.
. [ 4

System Test

Test Lambda Function

Code

Test Maonitor Configuration Aliases Versions

@ Executing function: succeeded (logs 1)
» Details

Check

Results

1. Check your email for cost notification

AWS Cost Alerts 4:23PM (4 hours ago)
tome -

AWS Cost Alert - Monthly Summary

Total Cost (Last 30 days): 30.04

Top 5 Services by Cost:

1. AWS Config: $0.04

2. Amazon Simple Storage Service: $0.00
3. Amazon Simple Storage Service: $0.00
4. AWS Secrets Manager: $0.00

5. AWS CloudShell: 30.00

& @ «

If you wish to stop receiving notifications from this topic, please click or visit the link below to

unsubscribe:



2. Check S3 bucket for generated cost data
1

"timestamp™: "2826-82-16TB6:11:45.356149",
"total_cost™: B.8428654256,
"services": [
{
"service™: "AWS Config",
"cost": B2.839

"service™: "Amazon Simple Storage Service”,
"cost™: ©.0215080425

"service™: "Amazon Simple Storage Service”,
"cost™: 2.08149582

"service™: "AWS Secrets Manager”,
"cost": B.02eav

"service": "AWS CloudShell",
"cost": 3.631le-7

3. Visit your dashboard URL:

e &

C M e

£ Incognito > Finish update

AWS Cost Dashboard

Current Month Summary

Total Cost: $0.04
Last Updated: 2/16/2026, 12:51:10 PM

87§ Top 10 Services by Cost (Last 30 Days)

. AWS Config

I Amazon Simple Storage Service
Amazon Simple Storage Service

I AWS Secrets Manaper

. AWNS CloudShell




e Test Report Generation

cost-report-generator

¥ Function overview

Infa

Lambda > Functions » cost-repart-generator

® @

( Throttle ) {_TE] Copy ARN ) ( Actions w )

|< Export to Infrastructure Composer :) Ik/_ Download w :)

€D oo ) pescripion
cost- Last modified
% report- 5 h:ur:agﬁ
25 generat e
ar Function ARN
O
@ Layers (0] |
' B ' B .
| =+ Add trigger ) | = Add destination _)
s Function URL | 1nfo
Code Test Monitor Configuration Aliases Versions

-

Executing function: succeaded (logs L)

* Details

Links and Access

Dashboard:

http://your-cost-dashboard-bucket.s3-website-YOUR-REGION.amazonaws.com

S3 paths:
JSON snapshots:

o

s3://your-cost-dashboard-bucket/cost-data/YYYY-MM-DD.json

o

Reports: s3://your-cost-dashboard-bucket/reports/*.csv

SNS Topic: arn:aws:sns:YOUR-REGION:YOUR-ACCOUNT-ID:cost-alerts
Lambda Functions: cost-notification-handler, cost-report-generator
EventBridge Rules: weekly-cost-report, monthly-cost-report


http://your-cost-dashboard-bucket.s3-website-your-region.amazonaws.com
http://your-cost-dashboard-bucket.s3-website-your-region.amazonaws.com
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